
RISK MANAGEMENT ASSESSMEMT

IRISH RURAL LINK

	RISK IDENTIFICATION & MANAGEMENT


This document was prepared by the management team for initial review by the Finance and Fundraising subgroup at its meeting _December 2015_____________.  It will be reviewed by the subgroup at its July 2016_meeting.
	Identified Risk

Financial
	Risk Management Strategy
	Additional Actions Identified as a result of Review


	Who is Responsible
	Red/ Amber/ Green

	1.  Core funding grants not renewed

	· Ensure relevant reports and paper work go to the Dept ECLG and other funders on time and that relationship is kept up. 

· Use advocacy work, including collaborations with other affected organistaions - to ensure the continuation of the national organisations scheme has a successor. 

· Focus on PR and communication to raise the profile of IRL so that the grants are less likely to be cut off. 

· Continue seeking alternative funding opportunities

· Benefit 4 ensure reports returned to Dept. and follow up for next programme 

· Ensure all projects continue to have contracts with a “get out” clause in case the funding does not come through from one year to the next.

· Monitor and build on relationships with Dept at official and political levels to continue to make the case for our sector.

	· Finance Committee meeting is immediately activated
· Ensure orientation of 2016-2018 programme is focused on jobs creation. 
· Explore implications of this being a dedicated funding line in budgets and plan accordingly. 


	IRL Board & Sub committees
	

	2. Tenants Leave
	· Have contracts in place making Notice required
· Be on look out for new tenants
	
	Contracts in place

Finance Committee & CEO
	

	
	
	
	
	

	3. Fraud

a. either by a member of staff or 
b. by anyone volunteering to fundraise in the name of IRL
	· Refer to written policy ‘finance management in IRL’
· Monitor and keep current.

· Adhere to the Principles of Good Practice in Fundraising.
	· Complete development of a Whilstleblower’s Policy. Finance Committee
· Adopt the Principles of Good Practice in Fundraising
	· Board to review
	· 

	4.   Accidental loss/misplacement of cheques or funds.
	· Focus on cash collection in advance of events, so that occasions for cash-handling are absolutely minimised. 

· Ref written document ‘finance management in IRL’.

· Monitor and keep current.
	· Add a ‘follow up question’ to event-admin template ensuring that all cash payments made are recorded
	· Finance committee / staff
	· 

	5. Organisation costs too high for available income. 

a) Not sufficient cost controls in place
b) Costs are as planned, but income not sufficient.


	· Ongoing review of costs versus service to ensure best value for money.

· Financial management controls ensure each invoice is tallied with a corresponding quotation and signed off by authorising manager, before payment is made.

· Ref Plans for risks (1), (2), and (3) above
	· Develop policy for cost-management with regular suppliers.  

· Review of operations implementation.


	· Board
	· 

	6. Failure to budget correctly (gap between plans and reality)
	· Conduct a zero based budget exercise annually.

· Review monthly ‘budgets versus actual’ for income and expenditure at mgmt. level every month.

· Hold half-yearly formal finance review in advance of June Board meeting.
	At annual meeting

Board & Staff review
	Board & Staff
	

	7. Financial risk to Board in relation to legal liabilities
	· Quarterly reporting to the Board, to keep them up to speed of all risks, augmented by ad-hoc reporting as needed.  Every Board meeting
· Compliance with the ‘Governance Code’. 

· Annual reporting of company pension scheme.
	· Develop schedule of board sign-off / approvals for various processes / documents and add to Governance Code documentation. 


	· Finance Committee
	· 

	Identified Risk
Human
	Risk Management Strategy
	New Actions Identified as a result of Review
	
	

	1. Over-reliance on key roles and resulting impact should the relevant staff leave
	· Document operational procedures for key work process flows.

· Build in cross-capacity / covering other areas into job design for any replacement staff. 

· Share leadership responsibilities and knowledge through use of ‘senior management team’ concept.
· Build in a three months notice period for senior staff

	· Prepare strategy for such an eventuality
· need to look at this

Team meetings

3 months notice from staff 

Prepare strategy
	· Finance / staff liaison Committee
	· 

	2.Under-staffing vis a vis breadth of strategic objectives:
A. pressure on existing staff re ability to deliver programme
B. ‘thin’ levels of admin people and supports


	· Push as many processes online as possible eg. on-line registration for events; quarterly membership renewals; automated admin processes

· Regular supervision and support structures in place for all staff. 

· All staff trained in, and able to cover for, admin work where appropriate. 

· Provide appropriate level of training for staff
	· Develop an Intern Involvement policy. 

· Review the Business Services Unit model and build on the strengths it offers the organisation whilst addressing any undesired or unforeseen ‘disbenefits’. 

· Complete performance reviews for all staff (non management) with emphasis on positive incentivisation through goal-setting for 2016/17. 
· Board to measure annual work programmes against staff resources
· Conduct skills audit of staff 


	· Board & staff


	· 

	3. Staff support and management not adequate:

A. Ensuring adequate support available for staff
B. staff under performing
	· See separate Staff Handbook
· Include morale issues in performance reviews and support/supervisory meetings.

· Develop processes for peer-support e.g. mentoring, networking, conferences – where needed and decided upon at performance review time. 

· Annual Staff surveys 

· The CEO is responsible for setting and reviewing goals associated with each direct report’s performance review on an annual basis.
· See Staff Handbook re performance management.  

· Professional Indemnity insurance has been put in place. 

· Each Manager is responsible for setting and reviewing goals associated with each direct report’s performance review on a quarterly basis.
	· Ensure full job specifications formalized, update job descriptions as new areas of work add to scope of work areas.
· Staff liaison committee should continue as sub committee of  board?
	· √

· Board / CEO
	· 

	4. Implications of involving interns in the ongoing work of the organisation not fully thought-through and managed.  
	· Via an ‘Intern Involvement Policy’.
	· Develop Policy for Intern Involvement that addresses this risk. New policy for board
	· Staff to prepare policy document for Board review
	· 

	5. Board members and/or Board under performing.
	· Board handbook and induction folder reviewed annually following the use of it by new Board members. 

· Governance subgroup’s existence and its role. 

· Compliance with Governance Code and all that it entails.  
· Maria have skills audit for board again
	· Pull all Governance Code materials and documentation into one place for both board membership and membership generally. 

· Conduct skills audit of board
	· √

· Board members to complete skill audit and return
	· 

	6.Lack of succession planning:

a. within the Board (related to officer positions) and in relation to new Board members coming onto the Board

b.   for the CEO
	· The system proactively involves Board members in attracting new members to the Board.

· Reviewed annually every February, as election process is kicked off.  For board
· Provide appropriate training for board members

Vice chair person

· ‘Management team’ concept in place and operating
	· Ensure smooth handover from current board officer base to new one in 2017.
· Identify additional board members in 2016 (elected as well as co-opted.
	· √
	· 

	7. Processes to manage conflict at Board level and/or with the CEO.
	· Clear processes in writing in Staff Handbook to deal with conflict with CEO.

· Code of Conduct and other Governance Code documents in place to handle conflict within the board.
	· Ensure Governance Code materials reference specifically the places for intra-board conflict can be managed, in additional to (specifically) conflict with the CEO.  
	· √
	· 

	8. Bullying /Harassment
	· See separate policy in Staff Handbook, now called ‘Dignity at Work’. 

· Monitor and update regularly.
	· Conduct information session with all staff in 2016. 

· Review the Policy in 2016.
	· √
	· 

	9.  Compliance Issues:

a. Adequate processes in place to ensure that all compliance and regulatory issues are dealt with?
b. systems in place to ensure the organisation is prepared for charities legislation
	· All CRO compliance issues are outsourced to ensure all Companies Registration Office (CRO) requirements are in place. 

· All pension compliance issues are also outsourced and independent financial pension advice is on call. 

· Reviewed annually following the AGM
· Governance Code compliance

· Accounts prepared according to SORP  (Statement of recommended practice)
	· A new Company Secretary to be appointed as per Governance Code.

· Update the ‘company secretary’ functions and procedures formally in written document for the new Secretary.  
	· √
	· 

	10.  Health and safety obligations not met
	· Ensure Health and Safety statement exists and is up to date and reviewed annually.

· Training provided to all staff and written acceptance by all staff of the policy.

· Internal H&S committee meets quarterly.
	· Update H&S statement
	· √
	· 

	11. Harm resulting to staff members as a result of having to carry boxes of materials etc for events.
	· Training provided to all staff

· Small trolley 

	
	
	

	Identified Risk
Operational
	Risk Management Strategy
	New Actions Identified as a result of Review
	
	

	1. IRL’s events not attracting enough participants
	· Maintain focus on communications with members and sector e.g. members e-Bulletin. 

· Pay attention to feedback from members.   

· Ensure that an annual events calendar is in place.

· Ensure event promotion to relevant people by regularly updating the database and target segments.

· Regularly review the events content and location so to ensure that topical events are being put on in the right locations
	
	√
	

	2.  Not maintaining mission relevance to the sector in relation both to our capacity building programmes as well as our advocacy work

a) vis-à-vis collaborators
b) vis-à-vis ‘competitors’  

	· Build on the connections made at events. 

· Regular structured meetings set up with key infrastructure bodies.

· Maintain focus from management team on annual operations plan and reaching the goals therein. 

· Continue the multiple collaborative projects – at a regional, national and European level
· Continue to seek to move potential competitors into collaborators where possible.

· Continue specific strategy for communications around what IRL is actually doing within and for the sector.
	· Conduct ‘reality check’ of strategy’s implementation in 2016 in terms of what key stakeholders think of us.
· board
	· √
	· 

	3. Membership numbers not growing sufficiently.
	· Track new and renewal membership rates. 

· Continue with enhanced programme of member-only events and benefits.

· Reach out to ex-members once year two years. 

· Ensure ongoing activity to reach out to potential new members is planned and scheduled.
	
	
	

	4.  Losing the link with our members and getting ‘too far ahead’ of them.
	· Ensure regular meetings with members and a regional presence always there. 

· Conduct two member surveys per year and review results.
	· Implement the ‘Board / Membership Accountability’ policy fully.

· Send a ‘communications friendly’ update report to members about progress in September 2016. 
· Launch/implement enhanced policy-development framework. board
	· √
	· 

	5. The quality of service offered to our members and users not what is expected:

a. From our own services
b. From our 3rd parties connections (e.g. trainers in our events; Benefit 4 partners)


	· regular monitoring & evaluation of events programme and other services

· Members surveys

· Use trusted suppliers where possible. 

· Ensure sufficient T&Cs are included in all agreements and promotions with members. 

· Ensure membership data never given to any 3rd party
	· Revamp the evaluation forms for events and consultancies.
· Members log on website

· Evaluation forms up to date
	· √
	· 

	6.  Information services
	· Regular monitoring by management and regular promotion.


	· Continue the review and Update of information on websites in 2016 



	· √
	· 

	7. Injury to staff or participant at an event organised by IRL


	· Public liability insurance in place.
	In place
	√
	

	8.  The potential ‘silo-isation’ that may occur as a result of our current business approach.

 
	· Set management team goals that are owned by each member of the team and collectively to ensure that this does not happen. 

· Do not feed into silo thinking always adopt collaborative and integrated approaches
	· Organise a Board/management team development day/session in mid 2017. 
	· √
	· 

	9. 3rd party contractors not fulfilling their agreed contract. 
	· All 3rd parties not to be taken on without a written agreement up front of the outputs expected for the funds to be spent.

· All contracts (ideally) to be focused on fixed price, as opposed to price per hour. 
	· Implement new ‘project budgeting’ template to align with IRL’s management accounts tracking.


	· √
	· 

	10.  Lack of compliance with data protection regulations
	· Have a nominated data protection officer and ensure she/he gets his training updated annually. 
	· Document all data protection procedures and work process flows.
· 
	· √
	· 

	Identified Risk

Technological
	Risk Management Strategy
	New Actions Identified as a result of Review
	
	

	1. Loss of database from the system due to virus or other
	· Implement firewall systems and two servers: database on one and all other content on another.  

· Regular ‘health checks’ scheduled with external systems admin support.

· Written procedures for back up, which are implemented and monitored.

· Passwords for administrator etc kept in the safe. 
	· Secure new contract with new providers of IT support and services - to ensure that regular health checks happen and that the risk management strategy is being implemented. 

· Review documented procedures in place for archiving and passwords for administrator etc. 
	· √
	· 

	2. Loss of all files on fileserver:

a. due to virus

b. due to a security breach
 
	· Firewall systems in place.

· Regular ‘health checks’ scheduled with external systems admin support.

· Written procedures for back up, which are implemented and monitored.


	· Get 3rd party support to make recommendations on how to improve our security. 
	√
	

	3. Breakdown of phone system
	· Have service contract with Imagine. 
	
	√
	

	4. Misuse of email/internet/social media:

a. Due to purposeful activity by staff
b. Due to hacking from 3rd parties


	· Policy of usage of email/internet developed and in place. 

· Information sessions with all staff in these policies. 

· Have system in place that provides direct access to relevant expertise
Add on to board log on protections
	· Update the social media policy. 

· Develop and implement passwords policy. 

· Hold training on all aspects of security of our computer system and data.
	· √
	· 

	5. External 3rd parties getting access to our database or fileserver
	· Ensure passwords for individual PCs, email servers, administrator’s are of high calibre.

· Ensure log in procedures are robustly protected.  
	· Conduct a review to indentify all weaknesses in relation to security.

· Act on all the actions identified. 
	· √
	· 

	6.  Opportunity costs and risks associated with using old versions of software:

a. Database / CRM system [inability to segment; many manual workarounds which cause unnecessary work; incompatibility with new tools] 

b. Software used to construct IRL.ie 
	· Order of priority is the database first followed by the website 
	· With a consultant/3rd party, review the issues and our current business needs.

· Scope out a project, including costs, from the resultant recommendations. 
	· 
	· 

	7.  Loss of laptops by staff (and any potentially sensitive data)


	· Ensure people take personal responsibility for equipment that they take out of the office. 

· Insurance in place. 

· No database/sensitive information to be ever put on lap tops. 
	Staff.
	√
	

	Identified Risk

Physical
	Risk Management Strategy
	New Actions Identified as a result of Review
	
	

	1. Fire & Building Security

A. Loss of physical equipment (furniture, PCs, documents and files)

B. Loss of back-up tapes for computer system 

C. General security in and around building

	· Insurance is in place.

· Weekly back-ups kept off-site so maximum loss is one week’s work.

· Monitored by ‘health and safety committee’ within IRL’s staff.

· Regular Fire Drill to include all tenants
	· Review &include front door security / entry pad

	· Board 
	· 

	Identified Risk

Intangible
	Risk Management Strategy
	New Actions Identified as a result of Review
	
	

	1. Loss of reputation (brand) due to bad publicity
A. Directly related to a problem with IRL
B. Indirectly related to IRL, due to the fact that whatever problem is ‘out there’ is focused on all charities/voluntary groups
C. Related to a relationship with one or more 3rd parties (e.g. trainers,  funders, other) who are perceived as being endorsed by IRL (even if they are not) and/or associated closely with IRL.

	· Ensure IRL is well managed and well governed through regular monitoring; review of key risks and compliance with Governance Code.

· Ensure the Governance subgroup is active. 

· A written PR policy developed and in place.  

· The Communications Role in IRL - focuses both on ‘member communications’ as well as communicating sector-wide messages.

· Written PR policy developed and in place.

· Have and follow an ‘affinity partnerships’ process and procedure for choosing partners. 


	· Update crisis management PR policy

· Collaborate with other sector-infrastructure bodies on the establishment of a ‘Charity FAQ’ website/source of information about effectiveness / salaries / whatever negative narrative is dominant. 

· Review the policy. 

· Develop and Implement complaints policy.
· Ensure Board members are aware that CEO and Policy & media Officer under the direction of CEO are official Spokespersons for IRL.  Board members should take direction from CEO before media appearances 
	Staff to investigate and report to Board - 

collaboration
	

	2. Inappropriate use of social media platforms by staff / volunteers / board members / those associated in the public’s eye, with Irish Rural Link. 


	· Social media policy to include this ambiguity. 
	· Update social media policy and train all staff on it. 
	· Staff & Board
	· 

	
	· 
	· 
	· 
	· 
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